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 BGP is one of the critical protocols that provide security and stability to the Internet. 

Avoiding the attacks in BGP is very much important. So to avoid conflicts between 
routes the concept of Lifesaver is used in this paper. Ideally, all ASes in the Internet 

participate and act as lifesaver ASes to completely eliminate the bogus routes. The 

lifesavers ASes are typically large ISPs traversed by many network paths, which have 
more incentives for deploying security features. The mitigation actions executed by the 

lifesaver ASes remain effective until the original bogus route is withdrawn, at the point 

which mitigation system instructs the lifesaver ASes to revert to the previous state 
before the attack. On detecting a prefix hijack, the detection system notifies the 

mitigation system about the hijack, including the following information, the attacker 

AS, the victim AS, and the victim prefix. 
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INTRODUCTION 

 

Border gateway protocol: 

 The Border Gateway Protocol (BGP) is the inter domain routing protocol of the Internet. BGP has been 

deployed since the commercialization of the Internet and version 4 of the protocol has been in wide use for over 

a decade. BGP works well in practice, and its simplicity and resilience have enabled it to play a fundamental 

role within the global Internet (Kevin Butler, Toni Farley, Patrick McDaniel and Jennifer Rexford, 2005). Given 

the central role of routing in the operation of the Internet, BGP is one of the critical protocols that provide 

security and stability to the Internet. Today’s inter-domain routing environment remains a major area of 

vulnerability (Kevin Butler, Toni R. Farley, Patrick McDaniel and Jennifer Rexford,2010). BGP’s mutual trust 

model involves no explicit presentation of credentials, no propagation of instruments of authority, or any 

reliable means of verifying the authenticity of the information being propagated through the routing system 

(Geoff Huston, Mattia Rossi, and Grenville Armitage,2011). 

 There are two types of BGP (Kevin Butler, Toni Farley, Patrick McDaniel and Jennifer Rexford, 2005): 

 IBGP (internal): If a service provider is using BGP to exchange routes within an AS, then the protocol is 

referred to as Interior BGP (Kevin Butler, Toni Farley, Patrick McDaniel and Jennifer Rexford, 2005). 

 EBGP (External): When BGP is used between autonomous systems (AS), the protocol is referred to as 

External BGP (Kevin Butler, Toni Farley, Patrick McDaniel and Jennifer Rexford, 2005). 

 

Applications of Border Gateway Protocol: 

 BGP is the protocol which is used to make core routing decisions on the Internet; it involves a table of IP 

networks or "prefixes" which designate network reachability among autonomous systems (AS). BGP is a path 

vector protocol or a variant of a Distance-vector routing protocol. BGP does not involve traditional Interior 

Gateway Protocol (IGP) metrics, but routing decisions are made based on path, network policies and/or rule-

sets. For this reason, it is more appropriately termed a reach ability protocol rather than routing protocol. The 

BGP allow fully decentralized routing in order to transition from the core ARPANET model to a decentralized 

system that included the NSFNET backbone and its associated regional networks. This allowed the Internet to 

become a truly decentralized system. The major enhancement in version 4 was support of Classless Inter-

Domain Routing and use of route aggregation to decrease the size of routings (C. Siva and S. Arumugam,2012). 

 Major Issues associated with Border gateway protocols are: 

 Major over all Issues associated with Border gateway protocols are: 
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 The major issues related to BGP in the inter domain routing environments are 

 The techniques to protect the reliability, freshness and source authenticity are not available. 

 The mechanism involving verification of authenticity of an address prefix and an AS and origination of this 

prefix in the prefix in the routing system is not present. 

 The strategy to verify genuineness of attributes of a BGP update messages is not available. 

 The technique to verify whether local cache RIB information is reliable to the existing state of the 

forwarding table is not present.  

 

Attacks against BGP: 

 Attacks against BGP can be classified as:  

 Attacks between Peers 

 Larger Scale Attacks 

 Denial of Service 

 Miss configuration 

 The ability to alter the routing system provides a broad array of potential consequences (Geoff Huston, 

Mattia Rossi, and Grenville Armitage,2011). The consequences fall into a number of broad categories. 

 Various Third Party attacks (6(Lakshminarayanan Subramanian, Volker Roth, Ion Stoica, Scott Shenker, 

Randy H. Katz,2011): 

 At the session level, a third party can break into the TCP session which alters the BGP message flow. This 

threat can be in the form of injection. 

 A third party sits on the wire between the two BGP speakers and interrupts all traffic in both directions. 

 The third party interrupts upon an active BGP session and injects its own traffic into the message which 

causes the third party to take over the session and pretend to be among the parties to the BGP session. 

 Replay attack is that where the BGP messages are replayed into hijacked TCP session. 

 The more effectual way for an attacker is to introduce false information into BGP to watch on traffic and 

route to rightful destination or block right of entry to certain sites. 

 

Detecting and mitigating attacks: 

 The pragmatic observation about BGP security is that it appears that by far the most straightforward form of 

attack is to obtain control and configuration access to a deployed router and use this compromised platform as 

the base for launching attacks on the routing system. In the face of such an encompassing attack on the control 

instruments of the routing system, BGP session-level security needs to be placed in some perspective. It is not 

possible to prevent routers from attempting to generate false information as long as routers themselves are in a 

position to be compromised. 

 The consequent vulnerability on the routing system, as distinct from a narrower view of BGP, is that there 

is no mechanism that limits the extent to which a misbehaving routing element can make inaccurate claims 

about reachability in the routing system. 

 The available tools for securing BGP start at the level of the BGP peer session, and encompass the tools that 

are used to protect the TCP session and the two ends of the TCP session. The TCP protection mechanisms 

include the generalized TTL security mechanism which is intended to limit the effective radius of potential 

attack on the session to hosts that lie on or within the worst case hop count radius between the two BGP 

speakers, and host-level defenses against TCP SYN Attacks. 

 There are two tools to protect the BGP TCP session from external disruption that use the approach of 

cryptographic protection of the BGP connection. These are the use of IPSEC at the IP level (Russ White,2010) 

and the TCP MD5 signature option at the TCP session level (Geoff Huston, Mattia Rossi, and Grenville 

Armitage,2011).  

 

Proposed system: 

 To avoid conflicts between routes the concept of Lifesaver AS is applied in our previous work (C. Siva and 

S. Arumugam,2012). Normally, all ASes in the Internet participate and act as lifesaver ASes to completely 

eliminate the bogus routes. The mitigation actions executed by the lifesaver ASes remain effective until the 

original bogus route is withdrawn, at which point the mitigation system instructs the lifesaver ASes to revert to 

the previous state before the attack. Upon detecting a prefix hijack, the detection system notifies the mitigation 

system about the hijack with three pieces of information: the attacker AS, the victim AS, and the victim prefix. 

 

System design: 

 In our previous work (C. Siva and S. Arumugam,2012), to secure the BGP operation an algorithm called 

Route Reliability Testing (RRT) to verify the correctness of AS path in an incoming BGP update message by 

consulting the knowledge of other autonomous systems in the network are used. Route Reliability Testing 

(RRT) algorithm is proposed to tackle the BGP vulnerabilities. The algorithm is based on the common views 
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from the ASs in the network to verify the validation of a routing update. That is, if one receives an update about 

the path P from AS X, it will do some calculation to see if other ASs (except AS X) in the network has the same 

information about P as that just received from AS X.. There are several steps to perform RRT: 

 Each AS constructs a route reliability matrix (RRM) based on its received BGP routing update messages.  

 The reliability of a received path can be checked using RRM  

 If conflict exists, the RRT algorithm launches another process to find out the actual path.  

 

Mitigation System: 

 The mitigation system extends the prefix hijacking detection system with a set of counter-measure actions 

on detecting a prefix hijack. This is achieved by communicating a set of previously selected lifesaver ASes and 

trains them to take one or two possible actions to return the polluted routing tables in them and in other ASes. 

The trustworthiness of this system is depending on the lifesaver ASes, and receives a live BGP feed from each 

lifesaver AS to guide its decision. To completely remove the bogus routes, all the ASes in the internet will act 

perform as a lifesaver ASes. The lifesaver ASes are normally large ISPs traversed by many network paths which 

have more motivations for deploying security features. The mitigation actions executed by the lifesaver ASes 

remain effective till the original bogus route is withdrawn. The mitigation system initiates the lifesaver ASes to 

return back to the previous state before the attack. 

 The mitigation system operates as follows. 

 

 
 

Bogus-route purging: 

 The lifesaver AS deletes the bogus routes from its routing table. Such kind of ASes are naturally large ISPs, 

the bogus route propagation is controlled. The bogus-routes are removed by propagating the bogus routes by 

deleting it. This is useful with even just a few connected ASes taking this action. If the ASes still receives the 

bogus route then it will select it over the valid route based on BGP’s route selection decision process.  

 

Valid-route promotion: 

 The selected subset of lifesaver ASes are selected from mitigation system next to achieve route promotion 

for the route to the victim AS. The selected promoter AS moves all ASes in the AS path to the victim AS into an 

AS SET before prepending it’s AS number. The AS SET attribute is an approach which is used for route 

aggregation and successfully shortens the AS path to a prefix. Ignoring the use of AS SET the route 

advancement makes valid routes more attractive by effectively reducing the AS path length to the victim prefix. 

To increase the promotion effect the promoter AS broadcasts the shortened promotion route, as if the victim 

prefix is its own prefix, to all its neighbours. 
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 The figure shows the demonstration of prefix hijack and how purge-promotion helps to mitigate the attack. 

Considering the small-size scenario consisting of three tier-1 ASes, one of them being the lifesaver and the other 

are several tier-2 and tier-3 ASes. The coloured nodes are the polluted ASes. 

 

 
 

Fig. 1(a): The hijacks V’s prefix, making Y, Z, M and D polluted by bogus routes. 

 

 
 

 The lifesaver will now makes a try to return the routing tables of the polluted ASes using purge and 

promotion. Y has earned both a valid route ZMA and a bogus route XNV as in figure 1 (b). 
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 Each and every Y’s single-homed customers are returned. Next Y can return the multi-homed customer D 

by promoting Y ’s route as in figure 1(c). The XNV is added to AS SET construct to make this new route 

adopted by D because the route appears to be shorter than before. 

 

Promoter selection: 

 The AS which is pollution free by itself or by purging in case that it has at least one neighbour AS which is 

not polluted, is eligible for promoter AS. Else the promoter AS cannot forward data packets back to the victim 

and hence has no valid route to promote. Now the promoter is selected by the mitigation system soon after the 

detection of attack and all lifesavers have performed purge. Suppose if the hijack is detected by the detection 

system before the bogus route has converged in the global network then it is possible that once the promoter is 

selected then the pollution will spreads out and pollutes all neighbours of the promoter and then ignoring the 

qualification condition. In such condition the mitigation system will re-select another qualified promoter. 

 

Lifesaver and Promoter Selection Strategies: 

 The route purge is applied on all lifesavers and route promotion is applied on one or more lifesavers. The 

efficiency of the mitigation scheme are determined by both the strategy of selecting lifesaver ASes among the 

ASes in the Internet when deploying the mitigation system and also when the policy of selecting the promoter 

AS among these lifesaver ASes when a prefix hijack is detected. The lifesaver ASes selection will affect the 

efficiency of bogus-route purging. Selecting the lifesaver ASes is a difficult task because they are selected prior 

to attacks whose locations are not yet known. Selecting the lifesavers from the well-connected ASes will control 

the propagation of bogus routes and hence maximize the benefit. 

 The promoter selection process will directly affect the efficiency of valid-route promotion. In the case of 

valid-route promotion efficiently take over the duplicate prefix from the victim AS and announces it as its own. 

This is similar to the case where the promoter’s own prefix is hijacked by the attacker. Selecting the most 

resilient AS against the attacker will increase the efficiency of the valid-route promotion. Well-connected tier-1 

ASes have shorter paths to the other ASes, and hence are generally more resilient. The selection of lifesavers 

will command from where the promoter comes from and this is also considered in the lifesaver selection 

strategy. 

 Selecting the lifesaver occurs during organisation and hence it is based on static static AS topological 

properties. This include 2 strategies, one is to use the node degree which indicates an AS’s connectivity and the 

other is based on the number of providers of a tier-2 AS which reflects that AS’s resilience. Once the attack is 

detected then the promoter is selected, this uses the information on the victim and the attacker. In this case the 

near strategy aims to prevent the neighbourhood of the attacker from pollution and thus limiting the scope of the 
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attack. The far strategy aims at maximizing the route length reduction from the original route to the promotion 

route. 

 

Advantages: 

 So by using the Lifesaver and promoter concept with consistent check algorithm can reduce redundancy 

and inaccuracy in the BGP routing update messages and also updating of messages will consume extra time and 

with the help of promoter the new route can be discovered by avoiding conflicts between routes in CC algorithm 

in a fast way launching another time consuming process to find new route. 

 

Experimental Setup: 

 This section deals with the experimental performance evaluation of the detection and mitigation system 

(DMS) through simulation. In order to test the system, NS-2 (http://www.ensc.sfu.ca/~ljilja/cnl/projects/BGP-

ns-2.33/ns-bgp.html) is used. We have used the ns-BGP extensions 2.0 for ns-2.33 [13] for simulating the BGP 

architecture. The experimental setup is given in Figure 2.  

 In our simulation topology 10 AS nodes are connected to each other. Each AS having separate network 

prefix addresses ranging from 10.0.0.1 to 10.0.9.1. The link bandwidth is 10Mb and link delay is 20ms. BGP 

agent is attached to each AS connected with neighbor AS as shown in the figure 2. CBR traffic is used with 

packet size 100 bytes. The traffic rate is fixed as 1Mb. We consider attackers performing prefix hijacking 

attacks against the path AS9 to AS3. 

 

 
 

Fig. 2: Simulation Topology.  

 

Performance analysis: 

 The number of attackers is varied from 1 to 5. The packet loss ratio, delay and throughput are measured. 

 

Attacker Vs Packet loss ratio: 

 Figure 3 show that packet loss ratio increases when the attackers are increased. From the figure, we can see 

that the DMS has 74% lower packet loss ratio when compared to normal NoDMS scenario 

 

Attackers Vs Packet Loss Ratio

0

0.5

1

1.5

2

1 2 3 4 5

Attackers

L
o

s
s
 R

a
ti

o

DMS

NoDMS

 
 

Fig. 3: Attackers Vs Packet Loss Rati. 
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Attackers Vs Throughput: 

 In Figure 4, we can observe that, when the attacker increases, the throughput decreases, because of the 

increase in packet loss. From the figure, it can be seen that the throughput is 75% high, when DMS is applied. 
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Fig. 4: Attackers Vs Throughput. 

 

Attackers Vs Delay: 

 The end-to-end delay is shown in Figure 5 for the varying attacker scenario. It shows that the delay is 27% 

less when DMS is applied 
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Fig. 5: Attackers Vs Delay. 

 

Conclusion: 

 In the process of avoiding conflicts between routes the concept of Lifesaver AS is applied in our previous 

work. Normally, all ASes in the Internet participate and act as lifesaver ASes to completely eliminate the bogus 

routes. The mitigation actions executed by the lifesaver ASes remain effective until the original bogus route is 

withdrawn, at which point the mitigation system instructs the lifesaver ASes to revert to the previous state 

before the attack. On detecting a prefix hijack, the detection system notifies the mitigation system about the 

hijack with three pieces of information: the attacker AS, the victim AS, and the victim prefix.  
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